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This Air Force manual (AFMAN) implements Department of Defense Directive (DoDD) 5200.28, Secu-
rity Requirements for Automated Information Systems (AISs), March 21, 1988; Department of Defense
Manual (DoDM) 5200.28, ADP Security Manual, January 1973; Office of Management and Budget
(OMB) Circular A-130, Management of Federal Information Resources; Public Law 100-235, Computer
Security Act of 1987; and Air Force Policy Directive (AFPD) 33-2, Information Protection. It relatesto
Air Force Systems Security Instruction (AFSSI) 5102, The Computer Security (COMPUSEC) Program
(will convert to Air Force Instruction [AFI] 33-202). It provides identification and authentication com-
puter security requirements for operational information systems. Send recommended changes or com-
ments to Headquarters Air Force Communications Agency (HQ AFCA/XPXP), 203 W. Losey Strest,
Room 1060, Scott AFB 1L 62225-5233, through appropriate channels, using AF Form 847, Recommen-
dation for Change of Publications, with an information copy to HQ AFCA/GCI, 203 W. Losey Street,
Room 2040, Scott AFB IL 62225-5234, and Headquarters Air Force Communications and Information
Center (HQ AFCIC/SYNI), 1250 Air Force Pentagon, Washington DC 20330-1250.

(AFMC) This supplement provides computer security requirements for identification and authentication
on AFMC computer systems networks throughout their life cycle. It appliesto al AFMC personnel who
use, operate, or manage AFMC computer systems and facilities. It does not apply to the Air National
Guard or US Air Force Reserve units and members. This supplement does not apply to classified sys-
tems.

AFM 33-223, 1 June 1998, is supplemented as follows:
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SUMMARY OF REVISIONS

This document is substantially revised and must be completely reviewed. Unlike its predecessor, this
publication is directive in nature. It targets key personnel (information system users, system administra-
tors, workgroup managers, and computer systems security officers [CSSO]) most involved in identifica-
tion and authentication. It updates procedures, and strengthens minimally acceptable password criteria.
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Chapter 1
GENERAL INFORMATION

1.1. Purpose. Thismanual providesinformation system users, system administrators, workgroup manag-
ers, and CSSOs with proper identification and authentication (I&A) procedures. “ldentification” is the
process where individual s identify themselves to a system asavalid user. “Authentication” isthe proce-
dure where the system verifies the user has aright to access the system. User identifications (user-1D) and
passwords, because of their cost-efficiency and ease of implementation, are the most common I&A
method. Because of their vulnerability to interception or inadvertent disclosure, they are also the weakest
of I&A methods. Passwords are only effective when used properly. Inappropriate passwords create some
of today's most common information system vulnerabilities.

1.2. Glossary of References and Supporting Information. See Attachment 1 and AFMAN 33-270,
Command, Control, Communications, and Computer (C4) Systems Security Glossary.

1.3. Applicability. This manual appliesto operational Air Force information systems using I&A tech-
niques and supports the individual accountability requirement established in AFSSI 5102. If there is a
conflict between this AFMAN and another more specialized document, the more specialized docu-
ment takes precedence (i.e., documents governing Sensitive Compartmented Information systems).
Specific criteria established in this AFMAN not incorporated due to technical, procedural, or feasibility
constraints shall be identified in the system certification and accreditation documentation and approved/
disapproved by the designated approving authority (DAA).

1.3. (AFMC) This supplement applies to all AFMC systems using identification and authentication
(I&A) criteriato support the individual accountability requirement established in AFSSI 5102, The Com-
puter Security (COMPUSEC) Program, 23 Sep 96. This supplement is designed to provide guidance on
I&A for al personnel that use and administer passwords.

1.4. Relationship to Other Publications:

1.4.1. AFSSI 5102 defines the password as a method of authentication to support accountability and
access control.

1.4.2. CSC-STD-002-85, Department of Defense Password Management Guideline Yellow Book,
provides a set of practices related to using password-based user authentication mechanisms.

1.4.3. AFSSM 5010, Computer Security in the Acquisition Life Cycle(will convert to AFMAN
33-226), provides guidance on password management during system acquisition and development.

1.4.4. AFMAN 33-229, Controlled Access Protection (CAP), provides technical and procedural
options for implementing controlled access protection.

1.4.5. NCSC-TG-017, A Guide to Understanding Identification & Authentication in Trusted Systems,
provides guidance on designing and incorporating effective identification and authentication mecha-
nisms.
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1.4.6. Federa Information Processing Standards (FIPS) Publication 48, Guideline on Evaluation of
Techniques for Automated Personal Identification, discusses techniques for the identification of indi-
viduals for the purpose of controlling access to computer networks.

1.4.7. FIPS Publication 83, Guideline on User Authentication Techniques for Computer Network
Access Control, providesinformation and guidance on techniques and practices used to control access
to computer resources viaremote terminals and networks.

1.5. Responsibility. System administrators or workgroup managers (hereafter referred to as system
administrators) are responsible for establishing and maintaining the 1& A management program for the
system; creating, distributing, controlling, and del eting identifiers and passwords; and maintaining the cri-
teriaoutlined in thismanual. Should mission requirements dictate, assign CSSOs to assist system admin-
istratorsin 1&A management.
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Chapter 2
IDENTIFICATION AND AUTHENTICATION ISSUANCE PROCEDURES

2.1. Introduction. The system administrators follow procedures contained in this chapter when issuing
information system passwords.

2.2. Initial Assignment. Prior to issuing passwords and user-1Ds, make sure the user has taken appro-
priate computer based training according to AFI 33-204, Information Protection Security Awareness,
Training and Education (SATE) Program. Make sure the user is briefed on the importance of protecting
their user-I1D and password; reporting any suspicious activity; fraud, waste, and abuse; and the use of sys-
tem monitoring.

2.2.1. Organizations make sure a method is in place to authenticate requests for information system
access before issuing passwords.

2.2.2. DAAs may require formal documentation for classified system requests. Use NSA Form
G6521, Access Request and Verification, National Stock Number 7540-FM-001-34482; the AF
Form 310, Document Receipt and Destruction Certificate, or alocally prescribed form/letter.

2.2.3. (Added-AFMC) Some systems will allow the users to independently change their own pass-
words. In other systems, changes are under central control. If users are allowed to generate their own
passwords after the initial assignment by the Computer Systems Security Officer (CSSO) or designee,
they must not use apassword that is a one-syllable word, that is simple or familiar (such as, dictionary
words), or family names. All users who change their own password must never use one that isrelated
to their personal identity, history, or environment. The CSSO or designee must replace, not reissue
passwords, forgotten by the users. The CSSO or designee must authenticate the user's identity before
replacing the password.

2.3. Password Generation. Use passwords generated by the information system or require users to
generate their own password.

2.3.1. Adhereto requirementsin CSC-STD-002-85 to meet an acceptable information system-gener-
ated password algorithm.

2.3.2. Passwords generated by the user must meet the criteria outlined in this publication. Attach-
ment 2 contains a sample password system interface that can be implemented by the system adminis-
trator to help users generate their own passwords.

2.4. Password Composition. Use passwords with at least eight alphanumeric characters (upper and
lower case) with at least one special character (@& +, etc.). Attachment 3 provides tips for effective
password composition. Never make a password related to one’s own personal identity, history, or envi-
ronment. Modify systems unable to support eight character passwords at the earliest and most cost-effec-
tive opportunity. In the interim, use the maximum number of characters the system is capable of
supporting.

2.4. (AFMC) In addition to the requirement of eight characters, it is suggested that passwords include at
least one each uppercase and lowercase | etters.
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2.5. Generic Passwords. Generic password assignment is prohibited (e.g., a system having “welcome”
as the password for all newly created accounts) unless the user is required to change the password upon
initial assignment.

2.6. Password Aging and Management. Change passwords every 90 days.

2.6. (AFMC) Passwords must be changed every 90 days, at aminimum, for al systems. Systems should
have the capability to automatically prompt each user to change their expired password to implement this
requirement.

2.6.1. Establish a 6-month minimum password age on the system to prevent users from using former
passwords.

2.6.2. Limit the number of attempts allowed for correct password entry. Set the degree of password
entry protection and the number of allowed entry attempts according to the sensitivity of the protected
data. Normally three attempts are permitted.

2.6.3. When the maximum amount of password attempts is exceeded, lock out the user-1D and/or ter-
minal from use. Make sure this procedure cannot be defeated by a user or be used to cause adenial of
service by locking out all user-1Ds or terminals. Make sure procedures are in place so the user must
request access reinstatement from the system administrator.

2.6.4. (Added-AFMC) In the case of a possible compromise or mishandling of the password, pass-
word must be changed within one workday. Thisincludes inadvertently entering the password as the
user-id.

2.7. User-1D Uniqueness. Keep user-1Ds unique and assign them to only one person. Do not reissue a
user-1D to another person for 1 year after its previous deletion.

2.7.1. Onsystemswith ahigh user turnover, such asin atraining organization, the system administra-
tor may substitute generic user-1Ds (stuDentl, stuDent2, caDet001, caDet002, etc.) for user unique
IDs. In this case, the system administrator must incorporate a tracking method to match individual
students to generic user-1Ds (log shest, etc.). Once the student no longer requires access (new mod-
ule, class graduation, etc.), cancel the passwords.

2.7.2. Occasionally, concerns about mission accomplishment necessitate using group user-1Ds and
passwords. System administrators allowing group accounts and passwords must maintain individual
accountability. A manual solution isto require account users to denote access date and time on alog
shest.
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Chapter 3
IDENTIFICATION AND AUTHENTICATION PROTECTION PROCEDURES

3.1. Introduction. System administrators and users will follow the policy contained in this chapter, as
applicable, to control password disclosure.

3.2. Password Protection. Each user is responsible and accountable for their own password.

3.2.1. Memorize your password. Do not place passwords on desks, walls, sides of terminals or store
them in afunction key, log-in script, or the communications software. 1f documentation is necessary
for mission accomplishment (i.e., pre-established accounts for contingency or exercise), place the
password in a safe.

3.2.2. Users must enter their identifier and password upon initial accessto an information system. A
user must enter a password in such amanner that the password is not reveal ed to anyone observing the
entry process.

3.2.2. (Added-AFMC) The user may practice entry of the password so it can be quickly entered using
several fingers.

3.2.3. Do not share your password. |If password sharing is necessary for mission accomplishment
make sure the password is changed immediately after shared access is ho longer required.

3.2.4. Adhereto password composition requirements in paragraph 2.1.3.
3.2.5. (Added-AFMC) Other methods can be used to protect passwords in storage.

3.2.5.1. (Added-AFMC) Most systems have a password file that can be read only by the pass-
word system. Thefileis protected by afile access mechanism which checks a protection bit in a
file access table. Only the authentication program has access to read the file and only the pass-
word change program has access to write to thefile.

3.2.5.2. (Added-AFMC) Some systems separate the password file from the authorized user file.
Anindex fileis used to provide the correspondence between the user and the user's password.

3.2.5.3. (Added-AFMC) Computer terminals, push buttons, or password entry devices provide a
means for minimizing the exposure of the password during entry. Where technically feasible, do
not print the password on the terminal during the entry process. If unavoidable, amask of charac-
ters should be printed on the terminal area for password entry. If the keyboard and the terminal
display or printer are directly coupled, then mask the password by understriking the space where
the password will be printed. Overstriking the area after the password entry may mask the pass-
word further. Do not use the same computer-generated masks every time to disguise the entered
password. In any case, the password must not be displayed or printed after it has been entered.
Passwords will not be programmed into function keys or any other automated function.

3.2.5.4. (Added-AFMC) The cathode ray tube (CRT) terminals, which use half-duplex commu-
nications, may present a problem because the password overwrites the understriking and remains
visible on the display. In such systems, the password system must immediately clear the display
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terminal after password entry. Users may manually clear the display terminal following password
entry if the screen cannot be cleared by the password system.

3.2.6. (Added-AFMC) Individual passwords are required for access to any system or network when
the accessis through dial-up modems. These are required in addition to the initial standard user iden-
tification (user-id)/passwords required for system access.

3.2.7. (Added-AFMC) Contractor personnel are subject to access control procedures. Each contract
requiring or allowing contractor personnel to have a user-id and password to access a computer, must
include in the Statement of Work (SOW) the following requirements:

3.2.7.1. (Added-AFMC) If the contractor requires access for the company's employees to gov-
ernment-owned computers, it shall request, through the prime contracting officer, assignment of a
user-id and password. The request shall include the contractor or work order number, identifica-
tion of the employee, including social security number, and shall identify whether or not the
employeeisaUS citizen or whether application for citizenship has been made. If the employeeis
not a US citizen, any installation policies concerning foreign nationals accessing base network
must be enforced. If no policy exists, the Foreign Disclosure Policy Office must approve a prop-
erly certified request. The request must include the employee's signature and a statement that the
employee understands and accepts the requirement to personally protect any password assigned to
him or her as aresult of the computer access request.

3.2.7.2. (Added-AFMC) The contractor must ensure that employees do not reveal their pass-
words to anyone. The obligation to enforce this requirement is a material element of the security
requirements herein.

3.2.8. (Added-AFMC) Ownership. Personal user-ids must be unique and assigned to only one per-
son throughout the life cycle of the system. If a personal user-id is reused, it will not be reissued to
another person for one year after its previous deletion. No two people will ever have the same per-
sonal user-id at the sametime. Generic user-ids (i.e., scexec) are permitted because they are critical to
function performed.

3.2.8.1. (Added-AFMC) It should be considered a security violation when two or more people
know the password for a personal user-id, except when the other person is the person assigned the
duties of password management.

3.2.8.2. (Added-AFMC) A user must be uniquely identified and authenticated by the system
before taking any further action on the system. Thisis not intended to prohibit alternate forms of
user identification (for example, group user-id) for nonauthentication purposes (for example:
shared data access, mail).

3.2.8.3. (Added-AFMC) The user can take one or a combination of several actionsto prevent an
observer from learning the password by watching the password entry process:

3.2.8.3.1. (Added-AFMC) The users can use their bodies to prevent an observer from seeing
the key being pressed during password entry.

3.2.8.3.2. (Added-AFMC) The monitor's contrast or intensity can be turned down before
entering the password and after entry waiting for the password to clear the screen before
restoring the contrast or intensity.
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3.2.8.3.3. (Added-AFMC) The user can request a person or group not watch the password
entry process.

3.2.8.3.4. (Added-AFMC) The user can perform the password entry before allowing anyone
into the area.

3.2.9. (Added-AFMC) When submitted as part of a batch processing request, physically protect the
password and add it to the request at the last possible moment. Batch processing requests submitted
in punched cards must have the password card added by the user just prior to submission. The com-
puter operations staff will maintain the card decks in a protected area and remove and destroy the
password card after the deck has been read by the system. Never print the password on any output
media. Onetime passwords distributed to the user in the form of apassword list and sequentially used
for sequential batch processing requests may be used; however, the lists must be physically protected
by the user.

3.3. Password Classification. All passwords must be protected based on the sensitivity of the informa-
tion or critical operations they protect (i.e., a password used to gain access to a SECRET network isitself
classified SECRET). At a minimum, you must safeguard all passwords as "For Official Use Only"
(FOUOQ). See AFI 37-131, Freedom of Information Act Program (will convert to AFI 33-331), for an
explanation of FOUO. User-IDs are an unclassified reference to a user that can be displayed on printouts
and in audit trails without compromising the password.

3.4. Password Transmission. Protect passwords during transmission at the same level required for the
system or data that the password is protecting. Passwords are typically sent for authentication from ater-
minal to the system by a communications line. Unless the line is physically protected or encrypted, the
password is vulnerable to disclosure by wiretapping and/or sniffers. Prevent this vulnerability by elec-
tronic protection or password encryption. Increasing the password length and changing it more often can
mitigate this vulnerability.

3.4. (AFMC) Do not provide passwords via the telephone unless a secure verification system has been
developed. Do not provide passwords across the network viae-mail. Each user isresponsible for chang-
ing their initial password immediately once access is gained to the new user account.

3.4.1. (Added-AFMC) Password Dissemination. The user isfirst authorized the use of the computer
system or accesses to a set of data, then an initial password is created and issued directly to the user.
If passwords are generated centrally but are not delivered directly in person, they must be handled
commensurate to the data they protect. There may be additiona control points for systems with geo-
graphically separated remote processing sites or for networks. Passwords may be distributed in sealed
envelopes marked, ""To be opened by addressee only," and delivered to the users with clear instruc-
tions given to change the password immediately and destroy the contents of the envelope. Once the
remote location receives the password, notify the system administrator, CSSO, or designee of its suc-
cessful delivery and usage. A good method for detecting whether the password was compromised in
distribution is to annotate the date and time the password was created and put into distribution to the
user. Upon receiving the password, the user logs into the system, verifies that no access has been
made to that account since the annotated time, and immediately changes the password. Another
option is for the system administrator, CSSO, or designee to mark the password as expired and force
the user to change the password before accessing the system. If the account has been accessed
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between creation and receipt, the user must immediately notify the system administrator, CSSO, or
designee.

3.5. Unattended Workstations. Never leave the information system unprotected while “logged in.”
Enable the system’s password protected screen saver (if so equipped) and/or employ physical measures
(e.0., keyboard locks) before leaving the information system unattended.

3.6. Password Change Authorization. Users may use an established procedure to change their own
password whether it is machine or user generated. The user must enter the old password and authenticate
as part of the password change procedure.

3.6.1. If the user forgets the password, the system administrator must authenticate the user’s identity
before changing the password.

3.6.2. If given a generic password (e.g., “password”), the system must prompt the user to immedi-
ately change to anew password. If the system isincapable of such afunction, the system administra-
tor must walk the user through the password change procedure.

3.7. Multiple Accounts. Use one of these three options if users require access to multiple systems:
3.7.1. Option 1. A different user-ID but same password for all systems.
3.7.2. Option 2: The same user-I1D but different password for all systems.
3.7.3. Option 3: A different user-ID and different password for all systems.

3.8. (Added-AFMC) Users' Authorizations/Password Revalidation.

3.8.1. (Added-AFMC) The users authorizations must be revalidated at least annually or as deter-
mined by the DAA, system administrator, CSSO, or designee. Revalidation would also include the
user's current office symbol, mailing address, and phone number. This will help to ensure that users
who no longer require access or who have been reassigned, are deleted from the system. The user's
supervisor must verify continued access to a system.

3.8.2. (Added-AFMC) The person assigned the duties of password management must develop a pro-
cedure in which prompt notification is given when a user-id and password must be removed from the
system. When auser isreassigned or no longer needs access to the system, del ete the personal user-id
and password, then change any group passwords associated with that user as soon as possible. The
unit orderly room can assist in giving advance notice of reassignments. AFl 36-2102, Base-Level
Relocation Procedures, 22 Jun 98, prohibits using detailed out-processing checklists or establishing
out-processing procedures that would require all personnel to process through activities where they
are not obligated. However, AFI 36-2101, Classifying Military Personnel (Officers and Airmen), 1
May 98, requires the military personnel flight (MPF) to produce a listing of impending relocation
actions that can be used to identify individuals scheduled for out-processing. Notice of impending
actions are not always optimal because those actions may be canceled or modified. It is best to estab-
lish a procedure where notification is provided as actions are completed or immediately thereafter. In
addition, revalidate all user-ids periodically, and update information such as phone numbers and mail-
ing addresses as necessary. This revalidation must be done at least once annually but may be per-
formed more often as specified by the person assigned the duties of password management or higher
level authority.
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Chapter 4

IDENTIFICATION AND AUTHENTICATION MAINTENANCE AND MANAGEMENT
RESPONSIBILITIES

4.1. Introduction. System administrators will followthe policy contained in this chapter.

4.2. Deleting Default Accounts. Delete al unnecessary accounts and change all passwordsincluded in
a newly acquired system (software or hardware) before allowing any user access to the system. Many
hardware components, such as servers, routers, and other networking devices come from the vendor
installed with afew standard user-1Ds (such as SY STEM, TEST, MASTER, etc.) and passwords.

4.3. Deleting User Accounts and Passwords. Remove user-1Ds and passwords from an information
system whenever the user is permanently transferred to another location or terminates employment.

4.3.1. If auser is suspended from work or system access for any reason, remove or change the
user-1D and password immediately.

4.3.2. Change a suspected or confirmed compromised password immediately.

4.3.3. (Added-AFMC) User proceduresfor each system must ensure removal of user's personal pass-
word and USERID by the end of the user'slast duty day. Thisrequirement should be part of the orga-
nization's out-processing checklist procedures and will apply to all civilian, military, and contractor
personnel.

4.3.4. (Added-AFMC) The password and associated user account must be disabled within 24 hours
and deleted within ten workdays, or sooner, if specified by the system administrator, CSSO, or person
assigned the duties of password management (designee) when:

4.3.4.1. (Added-AFMC) The user leaves the organization. If the individual uses a group pass-
word to shared data, the group password must aso be changed within three workdays.

4.3.4.2. (Added-AFMC) The user no longer requires access for a period of greater than three
months. Thisincludestemporary duty travel and permanent or temporary organizational transfer.
If the individual uses a group password to access shared data, the group password must also be
changed.

4.3.4.3. (Added-AFMC) An employee of acontractor or subcontractor is removed from work on
a specific contract or task order, which requires access to the system or network. The contractor
must notify the prime contracting officers as soon as possible, but within one workday of an
employee's termination from work on a specific contract or task order.

4.4. Maintaining User Accounts. Review user-ID and password access to systems every 6 months to
help identify dormant user-1Ds and passwords.
4.4.1. Delete, expire, suspend, or change user-1Ds and passwords as appropriate.

4.4.2. Make sure procedures are in place so the user must request access reinstatement from the sys-
tem administrator.



12 AFMANS3-223 24 MARCH 1999

4.5. System Configuration. Enable or configure the following information system features, if techni-
cally possible:

4.5.1. Configurethe system to prevent rapid retries when entering a password incorrectly by allowing
severa seconds to elapse before requesting another password. This delay deters any automated, high
speed, trial-and-error attack on the password system.

4.5.2. Following a successful log-in procedure, inform the user of the last successful access to the
account and of any unsuccessful intervening access attempts. This aids in uncovering any unautho-
rized or attempted accesses that may have occurred.

4.5.3. Automatically log a user off the system if the workstation isinactive for a period of time.

4.5.4. Require user reauthentication to an inactive terminal on a periodic basis in addition to the ini-
tial authentication process.

4.6. Audit Trails. System administrators must ensure the system's audit trail function (when present) is
enabled asdirected in AFSSI 5102. The audit trail contains arecord of successful and unsuccessful log-in
attempts, file system modifications, change in privileges, and other data critical to the system’ s operation
and security. The audit trail should not contain unencrypted (clear text) passwords, incorrectly entered
passwords, or character strings, since this could expose the password of alegitimate user who mistakenly
types the user-1D or password. The system may provide certain audit reports (for example, date and time
of last log-in) directly to the user. Thisallowsthe user to determine if someone else has used the account.
Only authorized personnel, such as the system administrator, must have access to the audit trail file.

4.6.1. (Added-AFMC) The use of identification and authentication in the audit trail processincludes:
password creation; password expiration; use of password change procedures; the locking of a user-id,;
changesin privileges.

4.6.2. (Added-AFMC) The person assigned the duties of password management must review audit
trails and follow-up on all discrepancies commensurate with the sensitivity or criticality of the data
being protected and therisk level of disruption or exploitation (for example: modems or network con-
nectivity) to the system. Organization management as well as system administrator and other pass-
word management personnel must maintain and update system access records for all system users as
changes occur (i.e. access request forms and listings including employee dismissal, retirement, and
transfer) When these duties are performed or shared with private contractors or other DOD manage-
ment organizations, management must insure these services are coordinated and understood in Ser-
vice Level Agreements (SLAS), Statements of Work (SOW), Task Orders (TOs) and other official
agreements. If the system is capable of generating an exception report, it is recommended that it be
used for the review. For highly critical and sensitive systems, it is recommended that the review be
performed on adaily basis. It must be ensured that the criteria outlined in 4.6.1. are met.

4.6.3. (Added-AFMC) Develop written procedures for each type of computer system.  Assign
user-id and password. As a minimum, this procedure should require completion of either AFMC
Form 43, System Access Request or DISA Form 41, System Authorization Access Request. Either
form is acceptable, but if accessis requrested on a non-DISA system, AFMC Form 43 would be the
preferred form. Attachments4 and 5 provide samples of AFMC Form 43 and DISA Form 41. When
used, they should require approval by the individual's supervisor, or OPR of the data, password
administrator, and the system security administrator. This also applies to all responsible personnel as
described in 4.6.2. In each case, the user will be required to sign the form specifying his or her agree-
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ment to ensure the protection of the password. The use of electronic signature is not authorized as part
of this process until an approved methodology for verification has been developed. Do not provide
passwords via telephone, unless a secure verification system has been established. Do not provide
passwords across a network via e-mail.

4.7. Security Tools. To the fullest extent possible, system administrators use security tools to provide
the best defense against poor passwords. To accomplish this on UNIX-based systems, the Air Force
Computer Emergency Response Team (AFCERT) has the following programs available:

4.7.1. Crack. Thispassword cracking utility is designed to find weak or easily guessable passwords.
Crack uses password rules in conjunction with defined dictionaries to guess encrypted passwords.
Specia dictionaries contain foreign words, mythological creatures, names, and cities/states/countries
and are available viathe Internet. Run Crack at least once a month to help enforce a strong password

policy.

4.7.2. Computer Oracle Password and Security (COPS). COPS contains about a dozen different pro-
grams that attempt to counter common UNIX security problems. COPS checks for file permissions
and modes and performs cyclic redundancy checks to ensure binary integrity. It can check for null
passwords and poor passwords if adictionary is identified, security of password and group files, and
account integrity. Examine operating system networking files for vulnerabilities including the net-
work configuration files. COPS aso checks certain file dates and compares the dates to AFCERT
advisory dates. Thisfeatureisaquick check to make sure the operating system is up-to-date with the
known security holes and patches reported to AFCERT. COPS warns the system administrator of
potential problems, but does not correct any of the problemsit finds.

4.7.3. Security Profile Inspector (SPI) and Network Security Monitor (NSM). SPI and NSM identify
security holes (vulnerabilities in operating system), check that security patches (recommended soft-
ware fixes to an operating system and its applications) are installed and work correctly, check system
file permissions, and monitor networks for malicious activity. SPI combines the functionality of pro-
grams such as COPS and TRIPWIRE (evaluates a system and checksfor altered files, etc.). Itsunique
features include Access Control Test, Password Security Inspector, Binary Inspector, and Change
Detector.

4.7.4. Crack, COPS, SPI, and NSM are part of the tools comprising the Base Information Protect col-
lection of software. Additional information about these and other tools is available at the AFCERT
web site.
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Chapter 5
OTHER IDENTIFICATION AND AUTHENTICATION METHODS

5.1. Introduction. User-IDs and passwords are only one method available to identify and authenticate
auser'sidentity. Passwords are popular because of their low cost; however, poor password use and man-
agement have left many systems vulnerable and are the key in the majority of system penetrations. This
has encouraged the continued pursuit of more reliable methods. When necessary and appropriate, use
other |1& A methods as well.

5.2. Knowledge-Based. Knowledge-based I&A systems require the user to provide a pre-established
piece of information in order to gain access. The authentication succeeds if the information provided by
the user matches what the system expects. This approach is based on the concept that the user isthe only
one who knows what the computer expects and therefore is the person identified. This technique is vul-
nerable to attack by guessing or deducing the information. If the information istoo simple or too easily
associated with the person, it is more susceptible to hacker penetration. Examples of knowledge-based
& A include passwords, personal identification numbers (PIN), and other personal data. The user pro-
vides a unique piece of identification to the system; the system then prompts the user for that unique piece
of information as an authenticator. Thisisby far the most common method used today to access an infor-
mation system.

5.3. Possession-Based. Possession-based [&A systems require the user to produce a physical token that
the system can recognize as belonging to a legitimate user. These tokens typically contain information
physically, magnetically, or electrically coded in a form recognized by the host system. These systems
reduce the threat from perpetrators who attempt to guess or steal passwords, because the perpetrator must
either fabricate a counterfeit token or steal avalid token from auser. Examples of this technique include
physical and electronic keys, challenge-response generators, smart cards (the Multilevel Information Sys-
tems Security Initiative uses FORTEZZA or FORTEZZA PLUS) and magnetic-strip cards or badges.

5.4. Biometric-Based. Biometric-based I&A systemsrely on a unique physical characteristic to verify
the identity of auser. Common identifiersinclude fingerprints, written signatures, voice patterns, typing
patterns, retinal scans, and hand geometry. These authentication devices tend to cost more than knowl-
edge- or possession-based systems, because the hardware required to capture and analyze physical char-
acteristicsis more complicated. However, these systems provide avery high level of security because the
authentication is directly related to a user unique physical characteristic that is more difficult to counter-
feit.

5.5. Combining Methods. One method that can substantially increase the security of an I& A system s
to use acombination of 1& A techniques. These techniques make it much more difficult for the perpetrator
to obtain the necessary itemsfor access. Automated teller machines have the most wide-spread use of this
technique. The user must have a legitimate card with the correct information contained on the magnetic
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strip aswell asaPIN. Evenif aperpetrator getsthe card, they would need to guess or determine the PIN.
Thisiswhy users are warned not to keep the PIN stored with the card.

WILLIAM J. DONAHUE, Lt General, USAF
Director, Communications and Information
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION
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NCSC-TG-017, A Guide to Understanding Identification & Authentication in Trusted Systems

FIPS Publication 48, Guidelines on Evaluation of Techniques for Automated Personal Identification,
April 1, 1977

FIPS Publication 83, Guideline on User Authentication Techniques for Computer Network Access Con-
trol, September 29, 1980

OMB Circular, A-130, Management of Federal Information Resources

DoDD 5200.28, Security Requirements for Automated Information Systems (AIS), March 21, 1998
DoDM 5200.28, ADP Security Manual, January 1973

AFPD 33-2, Information Protection

AFI 37-131, Freedom of Information Act Program

AFI 33-204, Information Protection Security Awareness, Training, and Education (SATE) Program
AFMAN 33-270, Command, Control, Communications, and Computer (C4) Systems Security Glossary
AFMAN 33-229, Controlled Access Protection (CAP)

AFSSM 5010, Computer Security in the Acquisition Life Cycle (will convert to AFMAN 33-226)
AFSSI 5102, The Computer Security (COMPUSEC) Program (will convert to AFI 33-202)

Abbreviations and Acronyms

ADP—Automatic Data Processing

HQ AFCA—Headquarters Air Force Communications Agency
HQ AFCIC—Headquarters Air Force Communications and Information Center
AFCERT—AIr Force Computer Emergency Response Team
AFI—Air Force Instruction

AFMAN—AIr Force Manual

AFPD—AIr Force Policy Directive

AFSSI—A.ir Force Systems Security Instruction
COPS—Computer Oracle Password and Security
CSSO—Computer Systems Security Officer
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DAA—Designated Approving Authority
DoDD—Department of Defense Directive
DoDM—Department of Defense Manual
FIPS—Federal Information Processing Standards
FOUO—For Official Use Only
I&A—Identification & Authentication
NSM—Network Security Monitor
OMB—Office of Management and Budget
PIN—~Personal Identification Number
SP1—Security Profile Inspector
User-1D—User Identification

Terms

Audit Trail—Chronological record of system activities to enable the reconstruction and examination of
the sequence of events and/or changes in an event. NOTE: Audit trail may apply to information in an
information system, to message routing in a communications system, or to the transfer of COMSEC
material.

Authentication—Security measure designed to establish the validity of a transmission, message, or
originator, or a means of verifying an individual’ s authorization to receive specific categories of
information.

(Added-AFMC) Computer System Security Officer (CSSO)—Establishes and manages a computer
security training program for information system (1S) users. Ensures users operate, maintain, and dispose
of 1Ss according to security policies. Develops system security policy for ISs and networks that process
or protect sensitive but unclassified information as well as those that process classified. Ensures security
procedures are in place, i.e., practice of notifying CSSO (or alternate) if problems arise in regard to
classified processing, viruses, etc. Performs initial evaluation of system vulnerabilities such as virus
attacks and hacker intrusions; initiates and forwards reports for same to Base and MAJCOM Information
Protection offices.

Designated Approving Authority (DAA)—AnN official with the authority to formally assume
responsibility for operating an information system or network within a specified environment.

Identification—Process an information system uses to recognize an entity.

Information—Knowledge such as facts, data, or opinions, including numerical, graphic, or narrative
forms, whether oral or maintained in media.

Information System—The entire infrastructure, organization, personnel, and components for the
collection, processing, storage, transmission, display, dissemination, and disposition of information.

Log-in—Procedure used to establish the identity of the user, and the levels of authorization and access
permitted.

Password—Protected/private alphanumeric string used to authenticate an identity or to authorize access
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to data

User Identification (User-1D)—Unique symbol or character string used by an information system to
identify a specific user.
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Attachment 2
SAMPLE PASSWORD SYSTEM INTERFACE

A2.1. Changing Password for Sample User-ID:
A2.1.1. Please provide current password for verification: (user typesin password).

A2.1.2. For hintson choosing agood password, type a question mark (?) followed by the[RETURN]
key at the 'New password' prompt. NOTE: The question mark will not appear on the screen when
typed.

A2.1.3. New password (?=Help): (user typesina?).
A2.1.4. Suggestions For Choosing A Good Password:

A2.1.4.1. Your password isthe key to your account. It should be easy to remember, but very hard
for someone else to guess.

A2.1.4.2. Do not use your user-1D, a name, a hobby, or asingle dictionary word.
A2.1.4.3. Do not use your social security, telephone, or license plate numbers.

A2.1.4.4. Do useamix of uppercase and lowercase |etters and a specia character- Swim!3MileS,
1golFer*, 2FORU&me.

A2.1.4.5. Do misspell words or replace syllables with numbers and special characters-
londerFul!, For2natE#, aPHORDIt$, 56sheVY+, bOOik4u<.

A2.1.4.6. Do use2 or 3 wordstogether - Ear2Knee+, 1BignosE%,BAG4golf!, MaiL4You=.

A2.1.4.7. Do usethefirst letter of each word in a sentence - "My three dear Daughters are very
beautiful!" would become M3dDavb! and "My one son is a diligent worker" would become
M1siadw.

A2.1.5. For hintson choosing agood password, type a question mark (?) followed by the[RETURN]
key at the 'New password' prompt. NOTE: The question mark will not appear on the screen when
typed.

A2.1.6. New password (?=Help): (user typesin a password with 7 characters).
A2.1.7. Failed test - needs to be aminimum of 8 characters.

A2.1.8. For hintson choosing agood password, type a question mark (?) followed by the[RETURN]
key at the 'New password' prompt. NOTE: The question mark will not appear on the screen when
typed.

A2.1.9. New password (?=Help): (user typesin lower, alphabetic password).

A2.1.10. Failed test - must contain at least one character from the following character sets. lower-
case, uppercase, numeric, and special.

A2.1.11. For hints on choosing a good password, type a question mark (?) followed by the
[RETURN] key at the 'New password' prompt. NOTE: The question mark will not appear on the
screen when typed.
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A2.1.12. New password (?=Help): (user typesin good password).
A2.1.13. Passed test.

A2.1.14. Retype new password: (user correctly retypes good password).
A2.1.15. Match - new password implemented.

WARNING: Do not use the sample passwords in this document for actual passwords. They are
probably already compromised and checked by hackers.
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Attachment 3
PASSWORD MANAGEMENT QUICK REFERENCE SHEET

A3.1. The "DOs" of Password Management. Do:
A3.1.1. Useacombination of letters, numbers, and special characters.
A3.1.2. Mix the use of upper and lower case characters.

A3.1.3. Make the password pronounceable for easy memorization (for example, conso-
nant-vowel-consonant).

A3.1.4. Usealength of eight or more charactersin the password.

A3.1.5. Change your password every 60 to 90 days.

A3.1.6. Protect your password so you are the only one to know it.

A3.1.7. Enter the password carefully making sure nobody is watching.

A3.1.8. Useyour account regularly to help you remember your password.

A3.1.9. Contact your CSSO if you suspect your password has been compromised.
A3.1.10. Make sure your password is not exposed on the screen during log-in.

A3.1.11. Verify thelog-in information provided to make sure your account has not been used since
your last session.

A3.2. The "DON'Ts" of Password Management. Don't:

A3.2.1. Use asingle word by itself for the password; especially ones from the dictionary, slang
words, names, or profanity.

A3.2.2. Usewords personally associated with you.

A3.2.3. Write down your password unless absolutely necessary; if written, protect it so you are the
only one who knowsiit.

A3.2.4. Store your password on the desk, wall, terminal or in afunction key or the communications
software.

A3.2.5. Shareyour password with anyone.
A3.2.6. Let anyone watch you enter your password.
A3.2.7. Leaveyour terminal unprotected while you are logged in.
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Attachment 4 (ADDED-AFMC)

SAMPLE AFMC FORM 43

SYSTEM ACCESS REQUEST

1. USERS REQUEST TYPE 2. CURRENT USER-ID(s) fif any/) 3. SECURITY CLEARANCE f{i.e. Top Secret, Secret, etc.)

] aoo O oetere [ moowy

4. REQUESTOR'S NAME (Last, First, Mi) 5. OFFICE/ORGANIZATION SYMBOL

JOB TITLE

6. AFFILIATION

D cs D MIL-RANK

D CONTRACTOR (Company Namel

7. U.S. CITIZENSHIP | IF LESS THAN 5 YEARS AGO PLEASE PROVIDE DATE OF NATIONAL AGENCY CHECK ENTRANCE NATIONAL AGENCY CHECK

| CITIZENSHIP

DYESDNOj : DYES

[ ~o

O ves [Owo

8. 1ST LEVEL SUPERVISOR/SPONSOR

NAME SIGNATURE

DATE

9. SYSTEM TO ACCESSED

SYSTEM/PASSWORD ADMINISTRATOR ORGANIZATION PHONE
SIGNATURE
SYSTEM/PASSWORD ADMINISTRATOR ORGANIZATION PHONE
SIGNATURE
SYSTEM/PASSWORD ADMINISTRATOR ORGANIZATION PHONE
SIGNATURE

USER AGREEMENT

11. AS AN AUTHORIZED USER OF AIR FORCE INFORMATION ASSETS, | AM RESPONSIBLE FOR:

a. COMPLYING WITH INFORMATION ASSET SECURITY CONTROLS AS SPECIFIED BY AIR FORCE COMPUTER SECURITY

INSTRUCTIONS.
b. KEEPING MY USER iD AND PASSWORD FOR MY USE ONLY PER AFMAN 33-223.

c. USING AIR FORCE RESOURCES ONLY WHEN AUTHORIZED AND ONLY FOR APPROVED OFFICIAL PURPOSES.
d. NOTIFY A SECURITY ADMINISTRATOR OF EXPOSURES, MISUSE OR NONCOMPLIANCE SITUATIONS.

e. | WILL NOT EXPOSE MY PASSWORD TO DISCLOSURE.

f. | UNDERSTAND THAT VIOLATIONS OF ANY OF THESE RESPONSIBILITIES MAY RESULT IN TERMINATION OF COMPUTER

SYSTEMS ACCESS.

g. | UNDERSTAND THAT MY ACTIONS ON THIS/THESE SYSTEM(S) IS/ARE SUBJECT TO MONITORING.

12. | HAVE READ THE ABOVE POLICIES AND AGREE TO ADHERE TO ALL REQUIREMENTS AS STATED

SIGNATURE

AFMC FORM 43, JAN 99 (EF-V1) (FormFlow)
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Attachment 5 (ADDED-AFMC)
SAMPLE DISA FORM 41

SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)

PRIVACY ACT STATEMENT

Public Law 99-474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information. The information
will be used to verify that you are an authorized user of a Go! d infc ion system (AIS) and/or to verify your level of Government security
clearance. Although discl of the infc jon is vol y, failure to provide the information may impede or prevent the processing of your "System
Authorization Access Request (SAAR)". Disclosure of records or the information contained therein may be specifically disclosed outside the DoD according
to the "Blanket Routine Uses” set forth at the beginning of the DISA compilation of systems of records, published annually in the Federal Register, and the
disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act.

TYPE OF REQUEST DATE
[] mnmaL [J mobiricaTion ] oeLeTion
PART 1 (To be completed by User)
1. NAME (LAST, First, MD) 2. SOCIAL SECURITY NUMBER
3. ORGANIZATION 4. OFFICE SYMBOL/DEPARTMENT | 5. ACCOUNT CODE
6. JOB TITLE/FUNCTION 7. GRADE/RANK 8. PHONE DSN)

STATEMENT OF ACCOUNTABILITY

I understand my obligation to protect my password. Iassume the responsibility for data and system I am granted access to. I will not exceed my
authorized access.

USER SIGNATURE DATE

PART Il (To be completed by User's Security Manager)

9. CLEARANCE LEVEL 10. TYPE OF INVESTIGATION 11. DATE OF INVESTIGATION

12. VERIFIED BY (Signature) 13. PHONE NUMBER 14. DATE

PART lll (To be completed by User's Supervisor)

15. ACCESS REQUIRED (Location) - i.e DMC or DMC's

16. ACCESS TO CLASSIFIED REQUIRED? | 17. TYPE OF USER || SECURITY ADMINISTRATOR
APPLICATION DEVELOPER
] no [] ves [] runcTionAL  [] sYsTEM | (o0 Specif)

18. JUSTIFICATION FOR ACCESS

VERIFICATION OF NEED TO KNOW

1 centify that this user requires access as requested in the performance of his/her job function.

19. SIGNATURE OF SUPERVISOR 20. ORG./DEPT. 21. PHONE NUMBER | 22. DATE

23. SIGNATURE OF FUNCTIONAL DATA OWNER/OPR 24. ORG./DEPT. 25. PHONE NUMBER | 26. DATE

PART IV (To be completed by AIS Security Staff adding user)

27. USERID (Mainframe) 28. USERID (Mid-Tier) 29. USERID (Nework)
30. SIGNATURE 31. PHONE NUMBER 32. DATE
DISA Form 41, SEP 1996 (EF) T e e

FormFlow V1.01
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PART V (Can be

d by DISA or C with DISA approval (Optional))
(To be completed by User)

33. ACCESS REQUESTED (Site specific system or application information)

SYSTEM(S)

b. DOMAIN(S)

c.

SERVER(S)

d.

APPLICATION(S)

e.

DIRECTORIES

f.

FILES

a-

DATASETS

34. OPTIONAL USE

DISA Form 41, SEP 1996 (EF)

{DISA IR} {DTS, Inc.)
FormFlow V1.01



